
To reduce the time consuming nature of dispatching engineers to its 
data centre sites to make configuration changes or troubleshoot issues, 
Secura Hosting has deployed Opengear Smart Out-of-Band console 
server technology which has improved its management capabilities and 
led to a return on investment in just seven months. 






SMART SOLUTIONS FOR RESILIENT NETWORKS

SUMMARY Summary

Secura Hosting Gains Return On Investment In Just 7 Months With Smart OOB™

© 2016 Opengear, Inc.

Secura supports critical applications and systems with secure, scalable,  
high-performance virtual private cloud hosting, delivered from a  
number of  Tier 3+ UK data centres. Following the acquisition of the 
business in 2014 and two years of rapid growth and infrastructure now 
within three separate data centre locations; Secura began examining its 
processes to see where it could gain some operational benefits, while 
ensuring it had the infrastructure management capabilities in place to 
match its projected growth.

“One of the areas for improvement that we identified was around  
infrastructure management and maintenance across our data centre 
locations,” explains Dan Nichols, CTO for Secura Hosting. “As highly  
secure environments, gaining rapid access to site especially out of 
hours is not easy and the amount of travel time and inconvenience of 
having to visit sites to carry out tasks like firmware updates, patches and 
other configuration changes which require console access was really 
inefficient.”

Nichols evaluated a number of remote access technologies to help them 
reduce the time consuming process of sending its engineers to remote 
locations before selecting Opengear, “As an organisation, we tend to 
select technologies that are both reliable and flexible and after extensive 
evaluation, it was clear that Opengear Smart-OOB console server  
offered a well-rounded feature set that was easy to deploy while  
working seamlessly with our processes.”

The Challenge

Industry:
Cloud Solution Provider

Customer Profile:
Secura Hosting is a highly regarded cloud 
service provider with a growing number of  
customers that range from European  
hospitality brand PPHE Hotel Group to  
innovative software-as-a-service  
providers including Causeway and Selima.  
As a provider that prides itself on adherence 
to certified best practice processes and a 
holder of ISO 9001: 2008, ISO 20000: 2005 
and the new ISO 27001: 2013 accreditations, 
Secura has built a strong set of operational 
processes to ensure that its infrastructure is 
designed for reliability, security and scale.
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“Opengear provides us with the ability to remotely access low level  
management functions of our network and storage elements at each site 
to carry out key tasks such as firmware updates, patches and other  
configuration changes that cannot be carried out over the normal  
management platforms,” explains Nichols, “By using Opengear, we 
effectively save a couple of days each quarter in management time and 
in the event of any unexpected issues, we have an effective out-of-band 
method of quickly troubleshooting any physical device at any data centre 
location.” 
 
Nichols estimates its investment in Opengear has cut site visits by 30% 
effectively paying for the upgrade in just 7 months while ancillary  
benefits such as full audit trail on configuration changes have proven 
valuable in enforcing its rigid security policies.
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The Solution 

CM7100 CONSOLE SERVER

Secura has deployed Opengear CM7100 at each data centre site  
delivering up to 48 serial ports for out-of-band management of network 
and server devices. These include core switches, firewalls, security  
appliances and storage arrays including its high performance  
Compellent SANs. 
 
Each CM7100 is built for continuous data centre operation and includes 
dual Gigabit Ethernet and dual AC power supplies. To meet security 
requirements, every device supports AAA including Active Directory and 
TACACS+ with FIPS 140-2 validated encryption for military grade  
applications and encryption of sensitive management traffic via HTTPS, 
SSH and VPN, including OpenVPN and IPsec. In addition, each device 
keeps an audit trail with all session activity logging to embedded 4GB 
local storage or remote log server for troubleshooting and compliance.

CM7100 Console Server Benefits:

About Opengear:

Founded in 2004, Opengear delivers 
next generation intelligent solutions for 
managing critical IT and communications 
infrastructure. Opengear smart solutions 
equip our customers’ networks with smart 
automation and bulletproof resilience, 
enabling them to optimize technical  
operations and secure business  
continuity. The company is headquartered 
in the USA with executive offices in New 
Jersey, a manufacturing facility in Utah, 
R&D operations in Australia and sales  
offices in Europe, Asia and the USA.
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Class leading performance and features — the best value console server

16 – 48 serial ports, out-of-band management of network and server devices

Simple straight-through cabling to Cisco®-style serial consoles

Dual Gigabit Ethernet and dual AC power supplies for built-in redundancy

Audit trail logging to embedded 4GB local storage or remote log server for  
troubleshooting and compliance

AAA including Active Directory and TACACS+ integration, lock down access  
per-user and group

Environmental monitoring with optional EMD5000 module, Nagios and  
SolarWinds integration

Unified power management of PDU and UPS equipment from 100+ vendors

Console management raised to a new level with Smart OOB™

Zero Touch Provisioning (ZTP) automation over the network, without manual  
user interaction

Simplify management with a  
powerful and dependable console 
server that can connect to a wide 
variety of networking and power 
equipment and presents a unified 
dashboard view of the status of 
your environment

Minimize MTTR and increase 
MTBF.Proactive problem  
identification, quick notification 
and automated remediation 
reduce operating and downtime 
costs

Understand everything that  
affects uptime. Monitor and  
control virtually everything,  
including the physical  
environment, prevent disruptions

Increase efficiency and reduce  
human error. Equip every rack 
with virtual remote hands in 
lights-out data centers and  
colocation cages









Results

“Opengear SmartOOB has been a 
behind the scenes winner for us. As 
we continue to grow and potentially 
look at new data centre sites and 
overseas opportunities, it will con-
tinue to form a valuable part of our 
infrastructure management toolset.”

- Dan Nichols
CTO

Secura Hosting

For more information, please visit www.opengear.com






















