
CHALLENGE

Support rapid growth, restore IT assets faster, reduce costs

Layer42 Networks o�ers a broad range of Internet connectivity and Co-location 
services for businesses in every stage of development.  Layer42's Carrier Neutral 
Datacenters in Santa Clara and Mountain View are designed to o�er state-of-the-art 
redundant systems that assure network uptime, power availability, cooling, and 
security. The Layer42 San Francisco Bay Area Network consists of multiple strands 
of dark fiber connecting every major colocation facility in the Bay Area. Using DWDM 
technology Layer42 Networks operates a ring of multiple 10 Gigabit connections 
between each facility. As Layer42 Networks expands coverage throughout North 
America and to the rest of the world the complexity in remote management 
increases.  To operate its Datacenter and distributed network at peak e�ciency, 
Layer42 Networks requires immediate and secure wireless out-of-band access to 
the management interface on core network infrastructure devices.
  
Layer42 Networks was challenged with standardizing on a cellular out-of-band 
solution for both their primary Bay area Datacenters and distributed worldwide 
network to ensure clients receive the highest uptime available.

  Remotely provide direct serial management connection to any of the
       geographically distributed data center servers and equipment
 
  Leverage immediate remote server troubleshooting and response
            without “remote hands” and datacenter service fees.

  Gain remote visibility using cost e�ective cellular out-of-band access 
  
  O�er a wide variety of form factors to serve both small and large 
       installations.

Industry: 
Global Internet Solutions Provider

Customer Profile:
Layer42 Networks was founded in 1999 
with the goal of delivering technology-
driven business to business Internet
solutions. Layer42 Networks operates two 
state-of-the art Datacenters and special-
izes in Metro Ethernet, Waves, IP Transit, 
Datacenter and Point to point connectivity.  
Using DWDM technology, Layer42 
Networks operate a ring of multiple 10 
Gigabit connections between each facility. 
This high capacity network, along with 
MPLS technology allows for a fully fault 
tolerant network with the lowest latency 
and jitter as well as highest uptime 
available.

Objective:
 Reduce cross-connect and remote  
      hands service fees in Datacenters 
       
 Remotely manage equipment using 
      cellular out-of-band connectivity

  Integrate management gateway with 
      APC power distribution units for a 
      unified interface
 
Management Solution: 
  IM4200-G/GV Advanced Console Servers
  ACM5004-G/GV Compact Console Servers

Business Benefit:
 Reduce outages and increase service
      reliability in two primary Datacenters
      and distributed global network

 Opengear solutions enable Layer42
      Networks to provide SLAs, keep costs
      down and at the same time expand its
      range of services. 

SUMMARY

“This product has been fantastic, it saved us a trip to 
Denver to unstick a router at a datacenter without 
remote hands. This unit has already paid for itself.”

 - Daniel Fitzpatrick
     Co-Founder, Layer42.Net
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Layer42 Networks deploys Opengear cellular out-of-band 
solutions to  assure Internet connectivity and Co-location 
services worldwide   



"Overall, the product has 
been fantastic and the 
performance and  reli-
ability has been top 
notch"
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Solution
Opengear IM4200 & ACM5000 Cellular Out-of-Band Management Solutions
Realizing an out-of-band management solution was critical for network manage-
ment, and dissatisfied with the existing solution they had in place, Layer42 Networks 
turned to Opengear for a cellular out-of-band solution. Deploying nearly 30 
ACM5004-G/GV advanced console servers and several IM4200 advanced console 
servers, Layer42 Networks has improved network management and gained secure 
remote connectivity to its networking equipment via cellular out-of-band access.

Cellular Out-Of-Band 
Cellular out-of-band remote access delivers a flexible and secure method for IT sta� 
to connect to distributed remote locations independently of primary network connec-
tion.  Opengear cellular enabled devices monitor distributed IT infrastructure equip-
ment including core switching,  routers, access points, firewalls, load balancers, 
servers, and provide a unique ability to automate power reboots and manage UPS 
systems. The Opengear solution provides IT experts secure access to perform 
in-depth diagnostics and troubleshooting within seconds of an incident, and before it 
a�ects productivity at the remote site. 

Opengear cellular out-of-band solutions are designed to help control operational 
costs and eliminate the need for on-site technician visits.  Using the Opengear 
ACM5004-G/GV & IM4200-G/GV products, Layer42 now has instant, wireless 
remote access and visibility into all 31 US On-Net buildings that host their DWDM 
fiber ring including two Layer42 Networks Datacenters in the Bay Area.

Key Features: 

 Secure Cellular Out-of-band access to
      distributed network infrastructure

 Carrier neutral access from both GSM
       and CDMA cellular carriers

 SolarWinds Orion™ Integration with 
       Opengear poller pack

 Unified power management using 
       APC Switched Rack PDU

About Opengear: 
Founded in 2004, Opengear designs, 
manufacturers and delivers the most 
feature rich, cost e�ective, flexible 
solutions for secure remote infrastructure 
management.  Opengear enables compa-
nies to access and manage virtually any 
electronic device on their network remotely 
and securely from anywhere, even if the 
network is down, to improve e�ciencies 
and maximize business continuity.  The 
company is headquartered in Sandy, Utah, 
has R&D operations in Australia and a 
sales o�ce in the UK.  For more informa-
tion, please visit www.opengear.com.  

USA Head O�ce
630 West 9560 South Suite A
Sandy, UT 84070
+1 888 346 6853

Australian O�ce
Benson House Suite 44
2 Benson Street
Toowong QLD 4066
+61 7 3871 1800 

UK O�ce
Herschel House
58 Herschel Street
Slough, SL1 1PG, UK
+44 776 6866159

 - Daniel Fitzpatrick
     Co-Founder, Layer42.Net

About Opengear ACM5004-G/GV
The ACM5004-G/GV can be used as an out-of-band console server 
designed to provide secure wireless connectivity. Equipped with 
built-in failover capability, the ACM5004-G/GV automatically 
switches from a primary wired connection to wireless mobile broad-
band network during primary service outages and automatically fails 
back without interruption to service.  The ACM5004-G/GV models 
support GSM or CDMA cellular carriers.  The compact size of the 
ACM5004 is ideal for installations where no more than 4 serial 
console ports require connectivity. 

About Opengear IM4200-G/GV
The IM4200-G/GV  is available in 8, 16, 
32 and 48 Port Models with support for 
either GSM or CDMA cellular carriers for true 
out-of-band management. The Opengear IM4200-G/GV infrastructure management 
appliance o�ers unmatched levels of connectivity, flexibility and security for Datacenters, 
colocation facilities and managed service providers. Built-in out-of-band connectivity, 
redundant power supplies and network options guarantee your critical infrastructure 
stays accessible even during network outages. 
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