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Strengthen your network with the Opengear NetOps Automation™ Platform
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THE OPENGEAR SOLUTION
Embracing the advent of the NetOps framework, the Opengear NetOps Automation™ platform  
addresses the need for automating operations within the IT environment. The platform extends the 
reach of automation, operations and management systems to distributed edge sites securely and 
continuously. With presence, proximity and orchestration capabilities, Opengear’s solution automates 
NetOps workflows such as the provisioning and monitoring of remote data centers and remote sites, 
greatly increasing uptime. All operations are performed securely from a central location with minimal 
human intervention.

Secure Provisioning and LogZilla NetOps modules running on Opengear’s NetOps Automation  
platform are turnkey solutions focused on automating common, labor intensive tasks.  
Secure Provisioning addresses the challenges of setting up remote sites, LogZilla enables continuous 
event collection and analysis. Being flexible and open, the NetOps Automation platform allows  
custom NetOps modules to be built.
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THE CHALLENGE
Change is the new normal for enterprises. Today, virtualization and digitization continue to disrupt the 
way services are configured and delivered to the enterprise. The IT environment is in constant flux. 
Compute, storage and networking equipment either physical, virtual or software-defined are being 
aggregated or disaggregated as companies morph to meet new customer demands and transfor-
mational needs. In the last decade, the rate of change in IT has increased by multiple orders of mag-
nitude. Coping with such a rate at scale is simply not achievable with the traditional siloed service 
delivery approach and current tools.

Organizations looking to reinvent themselves must deliver services that are relevant to their 
end-users and have no choice but to be nimble and agile. Therefore, embracing an agile IT strategy 
is paramount to become more adept at managing change. The reliance of organizations today on 
cloud and software as a service (SaaS) applications has elevated the network to mission critical 
status. Networking has become the backbone of the infrastructure connecting users in branch offices 
to cloud workloads and to data centers. At the same time, technology trends such as IoT and edge 
computing have exacerbated the need for a full-mesh, fine-grain network fabric proficient at handling 
the disparate and moving elements of the infrastructure. However, setting up a more dynamic and 
scalable network cannot be achieved at the expense of resiliency. 

Resilient network automation has become a bare necessity.

Figure 1: Top Goals for Network Automation 
(Source 2018 Report NetOps Meets DevOps - The State of Network Automation)
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An on-site technician, 
receives, racks, and 
stacks an OM2200 and 
boots it up

The OM2200 TPM crypto 
chip runs an integrity check 
to determine the appliance 
hasn’t been tampered with

Cellular LTE, originated by the 
OM2200, creates an 
Out-of-Band bootstrap WAN 
network to establish  
connectivity with Lighthouse

The Remote Site and Central 
Office are securely 
connected

The OM2200 “calls home” to 
Lighthouse and is authenticated.

Traffic is now encrypted between 
Lighthouse and the appliance

Configuration files prepared 
ahead of time off-site are 

pushed by Lighthouse to the 
OM2200 and distributed to 

their target devices

Within 3 minutes the new 
site is up and running

Automated Site Deployment with  
Secure Provisioning

The challenge of day one provisioning is 
two-fold:

• Without process automation  
orchestrated from a central  
authorized IT system, the cost of  
turning up a site remains very high  
because manual interaction is  
unreliable, generating operational  
issues and provisioning churn.

• Deploying a greenfield site requires  
shipping devices to the location.  
Can the chain of custody during  
transportation and at the site be  
trusted? How to ensure that the  
equipment on arrival has not been 
tampered with, possibly creating  
a security breach?

The Secure Provisioning NetOps module 
addresses these challenges. Secure  
Provisioning automates the day one  
provisioning of the remote edge:  
colocation, campus, branch office, retail, 
point of presence etc. The solution  
overcomes the obstacles of  
communicating with distant sites; from 
creating the initial bootstrap cellular  
connectivity to applying relevant  
resources to the target equipment at the 
location, so an entire site can be brought 
up and connected with the rest of the  
company’s infrastructure. 

This automation is implemented with  
security enforced at every step of the  
process: crypto chip-based hardware  
authentication and in-flight and at-rest 
data encryption. Repetitive, error prone 
tasks when inputted manually are  
captured in a workflow: the IT staff is 
provided with a simple to use tool that no 
longer requires vendor specific or industry 
specific certifications level knowledge.

Figure 2: NetOps Secure Provisioning - Day One Provisioning 
No human intervention / Security at every step
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Disaster Recovery Within Time Objectives with Secure Provisioning

When the network has been compromised, every second counts. Appropriately responding to the 
melt-down or security breach and quickly recovering the site is the utmost priority. Forward looking IT 
leaders plan beyond data security to infrastructure security and ensure their plans for business  
continuity are robust.

The Opengear appliance has a high capacity embedded storage that allows large resources to be 
hosted directly on the equipment. A known stable firmware image, a trusted golden configuration or 
the last proven configuration to roll-back on affected network devices are ideal candidates. Being 
already deployed at the site, they are ready to go where and when needed, typically during disaster 
recovery situations.

Applying reliable automation with NetOps Secure Provisioning means that pushing a configuration to 
one device or the thousands making up the entire network is achieved through just one click of a  
button. The Opengear NetOps solution scales the impact of your IT staff, allowing them to address 
the full spectrum and depth of the situation, ensuring the lowest Mean Time to Repair (MTTR) and 
fastest return to normal possible.

Figure 3: Cause of Network Downtime  
(Source ZK Research, 2014)
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Performance Degradation Mitigation with LogZilla

When a network outage occurs, the question that immediately crosses the mind of impacted users is 
how long this loss of service will last. In the Network Operations Center at the company’s  
headquarters, the IT staff may just not be aware yet of the problem because the information feed 
from the site has been cut off. The in-band connectivity being disrupted, syslog and event data,  
although emitted by the equipment cannot reach their destination: the central SIEM system. Vital  
information such as what happened just at the moment of the outage and what is happening right 
after the outage cannot be backhauled to the control center for analysis; this invaluable knowledge 
is going to the waste. And that data can go a long way in understanding the root cause of the outage 
hence significantly accelerating resolution.

LogZilla (www.logzilla.net) is an event-log management solution that supports full life-cycle  
management: collection, processing, display and storage of syslog messages, SNMP Traps and  
security feeds. LogZilla delivers real-time, intelligent network insights enabling network teams to  
identify problems or faults preemptively and solve them automatically. The LogZilla NetOps module 
runs over Opengear’s secure and resilient Out-Of-Band network allowing these alarms to be collected 
from the remote site in real-time even during an outage for always-on event management and  
analytics. The LogZilla NetOps solution dramatically accelerates the restoration of the service to its 
standard level helping organizations to meet their service level objectives. LogZilla is certified and 
available for the Opengear NetOps Automation platform.

Figure 4: LogZilla’s Network Health Dashboard
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Any Workflow, Any Application

Designed for flexibility and portability, Opengear’s NetOps Automation platform is built around  
popular and proven components such as Docker, Ansible and Git. This open framework is  
inherently capable of rapidly onboarding external applications. Home grown custom software  
developed by DevOps engineers can be integrated. In the same fashion, Commercial Off The 
Shelf (COTS) solutions from Independent Software Vendors (ISV) e.g. LogZilla can be ported onto 
Opengear’s NetOps platform thereby offering the best of both worlds: Do It Yourself solutions  
addressing custom requirements and more generic turnkey solutions. This ecosystem approach  
creates a feature rich platform that caters to the needs of each and every customer environment.

Opengear’s NetOps can be introduced regardless of where the organization is in the automation 
journey. An open platform that features a programmatic interface for integration with 3rd parties, for 
example IT Operations and IT Service overarching management systems already in use, Opengear’s 
NetOps is ready for insertion in the enterprise management framework.

Figure 5: Open & Extensible Automation Platform
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SUMMARY
Threats and challenges for IT services can range from simple misconfiguration over large scale  
natural disasters to targeted attacks. To achieve resilience, compute has evolved to virtualization that 
enables application workloads to be easily cloned, instantiated and moved around thereby delivering 
robust backup solutions. Storage leverages data redundancy, a condition created within a database or 
data storage technology in which the same piece of data is held in two separate places. Connecting 
these duplicate resources so they can participate to the overall user experience requires a network. 
Compute and storage have a dependency on the availability of the network to meet these recovery 
scenarios. The network has become the last line of defense of the entire infrastructure to provide and 
maintain an acceptable level of service in the face of faults, failures and other disruptions to normal 
operation. What happens if the network itself fails?

Automation is at the core of today’s evolving IT environment. One clear business goal for automation 
is network resilience for business continuity.

Acting as a force multiplier on behalf of the Operations team, Opengear’s NetOps Automation  
platform supplies an intelligent and always-on separate management plane that enables continuous 
communication with the distant equipment at the site. The Opengear’s system delivers automated 
provisioning, automated disaster recovery and automated monitoring even when the production  
network is down.

IT leaders should contemplate the following questions:

• With the edge of the network in a constant state of flux, is the  
infrastructure becoming a moving target? 

• Is the whirlwind of new technologies shrinking refresh cycles? 
• Is the complexity of the network infrastructure increasing by multiple 

folds whereas the overall skills set of the IT staff is staying stagnant?
• Is the cost of downtime prohibitively high? 
• Is IT automation and NetOps a company priority this year and onwards? 

If the answers to these questions are generally yes, IT leaders should consider embracing the NetOps 
paradigm and solutions as the first step of their automation journey or if “automate all the things” is 
well under way.

For more details on Opengear’s approach to NetOps automation, please visit:  
https://opengear.com/NetOps


